Sunny Kr Singh

Bengaluru, Karnataka, India
+91 86511 37204 | sunnyks058@gmail.com | LinkedIn | GitHub | LeetCode

TECHNICAL SKILLS

Languages: Java 17, SQL

Backend: Spring Boot 3, Spring MVC, Spring Security, Spring Data JPA, Hibernate
Databases: PostgreSQL, MySQL

Tools: Git, GitHub, Postman, IntelliJ IDEA, Flyway

Also Exposed To: Node.js, Express.js, Prisma ORM, Zod, TypeScript, Redis

Core Concepts: REST API Design, JWT Authentication, RBAC, Multi-Tenant Architecture, OOP, Data Structures &
Algorithms

EXPERIENCE
Redalis Bangalore, Karnataka
Software Engineer (Part-Time), Backend Engineering July 2026 — Present

e Engineered CRUD REST APIs across 6+ backend modules for hierarchy, content, and website management
+ Designed secure JWT-based authentication (access + refresh tokens) with RBAC authorization
 Introduced Redis caching to reduce redundant database queries and improve API response times

o Implemented rate limiting and an audit-log mechanism to harden write endpoints and track admin actions

Web Development Intern June 2026 — July 2026

e Engineered 214+ REST API endpoints across core modules for a production-grade multi-tenant platform
e Designed a hierarchical PostgreSQL data model to represent multi-level organizational relationships
o Enforced Zod request validation across all API boundaries to ensure data integrity

e Secured JWT and RBAC authorization, validated via 68 Postman tests at a 100% pass rate

PRroJECTS

E-Commerce REST API Repository
Java 17, Spring Boot 3, Spring Security, Spring Data JPA, Hibernate, MySQL

e Built a REST API with 24 endpoints across 6 modules, backed by a 10-table MySQL schema and Flyway
migrations

o Implemented JWT auth (HttpOnly cookie, BCrypt hash) via a custom JwtAuthenticationFilter

o Abstracted payment processing behind a PaymentGateway interface for provider independence

 Integrated Stripe Checkout with webhook signature verification for tamper-proof events

« Automated DTO-to-entity mapping with MapStruct and documented endpoints via OpenAPI (Swagger UT)

EDUCATION
Jain (Deemed-to-be University) Bangalore, Karnataka
Master of Computer Applications (MCA) — SGPA: 8.739/10 2025 — Present
St. Xavier’s College of Management and Technology Patna, Bihar

Bachelor of Computer Applications (BCA) — CGPA: 8.29/10 2022 - 2025
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